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MoTepneBWUMM OT KMGeprnpecTynneHMN aBNAAI0TCA FrpaXkaaHe
abconoTHO BCex KaTeropmuiu, BKNoUYasl Kak couuanbHO-
He3alluuLEeHHble cNnoun HaceneHua (MHBanuabl, NeHCUOHEPDI,
HecoBepLUeHHOoNIeTHUE), TaK U IIoAn, 3aHMMaoLUe pyKoBoasme
nocTbl B opraHusauuax (npeanpuaTtusax) Bcex popM co6CTBEHHOCTH,
MMeloLLMe HECKOJIbKO BbiCLUUX 06pa3oBaHUN.

B xone coBepLieHUs NPecTyN/NeHNI 3/1I0YMbILUNIEHHUKU UCMOSb3YIOT
3BOHKM C HOMEpOB, BU3yaJ/ibHO NPUGAMIKEHHbIX K HOMepaM
Tene¢poHOB NpaBoOOXpPaHUTENIbHbIX OPraHoOB, CNy)X6 6aHKOB
(HanpuMep, 3BOHKU Ha WhatsApp ¢ HoMmepa +900, 900, Torpa
KaK obpuumnanbHbii HoMep C6ep6aHka 900).

Ha ceropHAWHMK AeHb HabupaeT NnonynsapHOCTb cpeau
MOLLUEHHUKOB peasim3auunsa NpecTynHbIX CXeM C UCMOJIb3OBaHUEM
MCKYCCTBEHHOIo UHTennekrta. McnosnblyemMbie MOLLEHHUKaMM CXEMbI
NOCTOAHHO MeHSAI0TCH, «NOACTPanBasCb» Nof obLecTBeHHO-
NoNUTUYECKylo 06CTaHOBKY, 3Ha4YMMble co6bITUSA B rocyfapcTBe.
Tak, B Cubnpckom pepepanbHoM okpyre B 2024 roay coBepLUeHO
15 437 KpaXk n 46 925 pakToB MOLLEHHMUYECTBA
C ucnosb3oBaHUEM MHPOPMALMOHHO-TENIEKOMMYHMUKALIMOHHbIX
TeXHONIOrMm (KoMNbloTepHas TEXHUKA U CPeACTB MOGUIIbHOU CBA3M).
BaweMy BHMMaHUIO NpeacTaBiieHbl Hanbonee pacnpocTtpaHeHHble
cnocobbl coBepLieHMUa KubepnpectynieHUmn.

O6mMaH noa BUAOM NpeasioXXeHUM oT N3BeCTHbIX KOMMNaHUM
n «[flogpMeHa Mep4yaHTa (Npoaasua)»
3710y MbILLNE€HHUKN CO30al0T GULLMHIOBbIE pecypcChbl AN XULLEHUS
AAHHbIX U AEHEXHbIX CPeACTB, UMUTUPYSA CTPaHULLbI KPYMHbIX
KOMMNaHUI, UHTEPHEeT-MarasmHoB. XXepTBe npegnaraeTcs
npuo6pecTu ToBap, ycnyry rno cKkuake unm noy4yacTtBoBaTb B aKLMUW.
Ona npuBneyYeHUs XEPTBbl UCMONb3YIOT KOHTEKCTHYIO pPeK/1aMy,
pPaccblfiKy B MeHea)Kepax.

MoapenbHble wWTpadbl
MoOLWEeHHUKU UMUTUPYIOT YBEAOM/IEHUS OT OPraHoB

MCMONHUTENIbHOM BNacTU O IKo6bl MMeloLMXCcA WTpadax,

3aflo/HKeHHoCcTAX. COOTBETCTBYIOLLME CBEAeHUS HanpaBnsaioT
B afipecC 3/1IeKTPOHHOM NoYTbl U Npeasiaralo NpPousBecTU onnaTy

nepemnasa No ccbiyike us GpULLMHIroBoro NnucbMa. PaccumnTtbiBas

3annaTtuTb WTPad UK noracuTb 3af,0/HKEHHOCTb, XXepTBa
nepexoauT No CCbi/ike U BBOAUT AaHHble 6aHKOBCKOMW KapThbl

B MOLLeHHUYecKylo ¢opMy onnaThbl.

O6MaH Ha npowaakax 6ecnnaTHbIX 06bABNIEHUN
Avito n ap.) n MapkeTnnencax
B 60/IbLULMHCTBE C/ly4YaeB XepTBa caMa BXOAUT B KOHTAKT
C MOLLEeHHMKaMM B YyaTe Ha calTe 06bABNEeHU UIN MapKeTniencax
ONs NOKYNKuU ToBapa. B xoae o6LleHUa 310yMbILUNE€HHUKHU
npeanaraloT NPOAOC/HKUTD NMNepernucKy B MecceHakepe
ONA YTOYHEeHUs aeTaneim Uuim AocTaBKku ToBapa. MoOWEeHHUKMU
3anpawmunBaloT y xeptebl ®DUO, appec, HoMep TenedoHa _
Ana 3anonHeHus popMbl AOCTaBKU. XXepTBY BbiHY)XXAalOT NepenTu
Nno ccbifiIKke Ha 3apaHee creHepupoBaHHbIN PULLMHIOBbLIN pecypc
KOTOPbIA UMUTUPYET opULManbHble CTPaHULLbl KYpbepPCKUX cny)Ké,
nocne BBeaeHUa 6aHKOBCKUX PEKBU3UTOB CMUCbIBAIOTCA CPeacTBa.

Kpuntockam, nceBpo6pokepbl,pMHAaHCOBbIE NMpPaMUabl
LLinpoko nonyuyunBLlas nocrepHee BpeMs cxema, B pesynbrate
MCNOJZIb30BaHUA KOTOPOU NpuUUYMHsaeTcs Hanbonee KpynHbIA
yuwep6 - 3apaboTok Ha 6uprke, 3aMaHUBaHMe NPUGbINTbHbIMKU
MHBECTULUAMM, B TOM Yunucrne B Kpuntocpepe. NpectynHukamm

co3paeTcsl MaKCMMasibHasi BUAUMOCTb TOro, YTO obLleHue
NPOUCXOAMUT C NPpeaAcTaBUTENAMU KPYNHOW MHBECTULLIMOHHOMN
nJoLankKm, UX canTbl UMeloT BUAMMOE CXOACTBO C 6aHKOBCKUMM
opraHusauusamm (Hanpumep, NA3NPOM-UHBECTULIUMN,
PBEK-nHBectuuuu, TMHbkodPp-nHBECTULUM U T.4.), HA3HayaeTcs
NUYHbIK 6pokep, obLEeHne C KOTOPbIM MOXXET OCYyLLeCTBNATbCA
Aa)ke nocpeacrsoM BUAEO3BOHKOB. Noa nx pyKoBOACTBOM
co3paeTca AKo6bl IMUHbIM KabMHET Ha TOProBOM NNoLlaakKe,
B KOTOPOM oTo6paXaloTcsi BCce BHEeCEeHHbIe fleHeXHble CpefCcTBa,
M NpubbiNb. OQHAaKO UX AaNbHENLUUN BbiBOA HEBO3MOXEH.
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Pe3ynbTraT - cnucaHue aAeHer co cYeToB, B3siTUe KpeauTa.

Paccblfika HanorosbiX MMCEM O BbIIBIEHUU NOAO3PUTESIbHbIX
TPpaH3aKUMUMN U aKTUBHOCTU HanoronjaTtesibuwmKka

B noanenbHOM coobLieHmMn npeasiaraeTca NpouTm AONOJIHUTENIbHYIO

NpoBepPKy U NpenocrtaBnTb cBeAeHUA NOo 3anpocy HanoroBowu
Cﬂy)l(sbl. aK MOLLeHHUKU MOryT 3anpoCUTb KacCoBble JOKYMEHTbI,
cqe'ra-d)aKTypbl, OTYeTHble AOKYMEeHTbIl. [lanee Ans NpoxoXaeHusa
npoBepKu npeanaraerca 06paTMTbCfI K yKazaHHOMY B NMUcbMme
UHCNEeKTopy noa yrposou 6nOKMpOBKM CYeTOoB HanoronnaTtesbLliMKa.
Ba)XHO NOMHUTb, YTO Haslorosasl He pacchbislaeT Takoro poga nNMcbma
N He MeeT OTHOWEeHUAa K HUM, TaKne nmcbMa OTKpbiBaTb
He peKoMeHAayeTCH, KaK U nepexoauTb NOo CCblJZIKaM.

YpaneHHoe ynpassieHue yCTPOWUCTBOM Noj BUAOM
TeXHUYECKOMN NoAfEePIKKU
3M0yMBbILLUNIEHHUKU NPeACTaBNAIOTCA COTPYAHMKAMMU TEXHUYECKOM
noaaepXku 6aHkKa, coobLualoT, YTo 3apMKCUMPOBaHa NonbiTKa
MOLLUEHHUYECKNX MaHUNYNALMKA C KapTOM XXepTBbl. Y6exxaatoT
B He06XO0AUMOCTM COXPaHUTb fleHEXXHble CPeACcTBa U 3alUMUTUTb
6aHKOBCKOe NpuioXeHue. XXepTBa cornallaeTcs yCTaHOBUTb
Ha cMapTPOH NPUNIOXKEHUe yaaneHHOro ynpasneHma U paspeLlumTb
noaK/loYeHUE K YCTPOUCTBY «COTPYAHUKY 6aHKa». MOLLEHHUKU
MOryT HanpasNAaTb ¢av|n C nporpaMMoum yaasieHHOro ynpasieHus
HanpsiMyIo KNTMEeHTY Yepe3 MecceHAXXep Uiun npeanaraloT ee ckayaTb
B Google Play nnu App Store. Ecnu yaanocb y6eauTtb XepTBy
YCTaHOBUTb NporpamMmMy yaasieHHoOro Aocryna, MOLWeHHUKU NpocaT
3aMTn B MO6UNTbHOE npunoxeHuwe 6aHKa u NnpoBepUTb COXPaHHOCTb
CpPeAcTB, a 3aTeM MONMOXXUTb YCTPOMCTBO 3KPaHOM BHU3 U NoaoXaaTb
NnokKa COTPYAHMKW HaAaCTPOAT NPUJIOXKEeHUe Uiun nepesenyT
cpencTBa Ha «6e3onacHbIn cyeT».

MDUKTUBHDbIE COLMaibHbI€ BbiNJ1aTbl U KOMMNEHcauum
Ha cneuunanusmpoBaHHbIX TEHEBbIX Nnowaakax B cetn MHTepHeT
3M10yMbILWIIEHHUKM NpUo6peTaloT NoxulleHHble 6a3bl AaHHbIX
rpakaaH (PUO, naTtbl poXkaeHUs, agpec U np.), o6MaHyTbiX paHee
npu nokynke BAJloB, noaaesibHbIX NeKapcCcTB, TYPNyTEeBOK.

Ucnonb3ya 3Ty UHGOPMaLUIO, MOLLEHHUKU 063BaHMUBAIOT XXepTB
U npeacTasnsaioTcsa congm.um(amu NMeHcuoHHoro ¢poHaa Poccum,
Poc3ppaBHap3opa,

aHKOB, COLManbHbIX CNyXX6. YXepTee
npeanaraeTcs NONy4YUTb KOMMEHCaLM IO UK BbiNaaTbl, Ans
nony4eHuUs KOTOPbIX HEO6XOAMMO COO6LUUTL PEKBU3UTDI

6aHKOBCKOM KapTbl A/ NOCTYN/NEeHUs CPeacTB.

«OWwKn604HbIN» NepeBoa
MoLWweHHUK oTnpaBnaeT A€eHbrn Ha cYeT XepTBe, a 3aTeéM 3BOHUT
un y6exxpaeTt BepHyTb Ux. B 3To BpeMa o6pallaetca B 6aHK, YTo6bl
OTMEHUTb CBOM nepeBopq A0 HacTyrmjieHNa MOMeHTa 6€e30T3bIBHOCTU.
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Haun6onee pacnpocTpaHeHHble CXeMbl
Ku6epnpecTynieHum

O6MaH nop BUAoM cny)6bl 6esonacHocTU
3nOyMbILIJneHHVIKVI npeacTraBndal0TCa NnpeacraBuTenamMmm Cﬂy)Ksbl
6e3onacHocTu 6aHKa, LleHTpanbHoro 6aHka Poccum,
PochPUHMOHUTOPUHIa NM60 NPaBOOXPaHUTENIbHOIoO opraHa
n c006u.|.a|oT, 4YTO MOLLEHHUKMU C UCMNOJTIb3OBaHUEM NMepCoHaJIbHbIX
AaHHbIX NoTepneBLlero opopMfaIoT KPeAUTbl B pa3nMyHbIX 6aHKax
mn an«a Toro, YyTO6bI npenoTBpaTUTb XUlleHUe aeHer c 6aHKOBCKOIo
cyeTa HEO6XOAMMO JINYHble c6epeXXeHUs1 CPOYHO NnepeBecTn
Ha «6e3onacHble cyeTa». B xoae panbHenwero obweHus
norepnesLeMy coobLialoT o HeobxoauMocT opopMIIeHUs
KpeaguToB U UX nepesoaa. CnenyeT OTMEeTUTb, 4HTO oOLleHune
norepnesLwero co 3/IoyMmbilWeHHUKaMu gaBnseTCca ATUTEeNIbHbIM,
B HEKOTOPbIX CJ/ly4asaX OCyLUEeCTBNSeTCH B TeHeHUEe HEeCKONbKUX
MecsiLeB, Ucnonb3lyeTcsa Kak TenepoHHas cBA3b, TaK U obLueHue
nocpencrBoM MecceHmkepoB (Batcan, Banbep, Tenerpam u T.4.).
sl LOCTOBEPHOCTU MOLUEHHUKU MOTYT NMPUCHINIaTb XXepTBe
nopaenbHble AOKYMEHTbl OT UMeHU 6aHKa 1 Apyrux opraHusauuin.
CnepnyeT NOMHUTD, YTO «6e30MacHbIX CHETOB» He CcylllecTByeT,
a npepacTaBuTenu LleHTpanbHoro BaHka Poccum He ocylLuecTBnsIoT
pa6oTty c GU3UYECKUMU NTULLAMMU.

3n0yMbILLNIEHHUKU «MpoAaloT» Balwy KBapTUpY UK MalUUHY
3110yMbILLNIEHHUKU B xoae TenedpoHHOro pa3rosopa
npeacTaBnsOTCA NPeAcTaBUTENSAIMU CNY)X6bl 6e3onacHocTH
KOoMMepueckoro 6aHka, locycnyr, LileHTpanbHoro 6aHka Poccuu
nmM60 NpaBoOXpaHUTENbHOro opraHa. Coo6LaloT 0 TOM, YTO
rnepcoHasnbHble AaHHble C IMYHOro KabMHeTa yTeKNu U Tenepb
npecTynHUKMU MOryT oT Bawero uMeHu npoaaTb KBapTUPY,
MaLLUHY, UCMNONb3YS 3NEKTPOHHO-LUUPPOBYIO NOANUCH. B Lensax
3alMTbl Y6eXXAAI0T CPOYHO NPoAaTh MMYLLECTBO U epeBecTm
OEHbIMM Ha «3alUMLLEHHbIXA KaHan», «6e30nacHbIn cyeT»,
«pe3epBHYIO SHYENKY».

CMC ot pa6oTtogaTens
NMoTepneBweMy NocTynaeT cMc coobLueHue unu coobieHue
B MecceHa)Kepe oT pabotoaaTtensa (BO3MOXHO UCMNoONb30BaHUe
noAMeHHbIX HOMEpPOB) O TOM, YTO C HUM B 6nmKanLLlee BpeMs
cBshkeTcs coTpyAHUK OCHB Unm MHowm opraHmMsaumm, C KOTOpPbIM
eMy cneayeT noo6uwaTbes. Mocne 3Toro 3BOHUT MOLLEHHUK,
npeacTasnsieTc COTPYAHUK C UMEHEeM, YKa3aHHbIM pyKoBoauTrenem,
U coobLuaeT o NonbiTKax NepeBoAa NIMUYHbIX c6epeXXxeHun
Ha MHOCTpaHHble cyeTa/bPUHaHCUpOBaHUe TeppUTOpMU3Ma/YKpauHbl
U T.n. B Lenax npece4yeHuUs NpecTyrnHbiX onepauuii notepneBLUero
y6eXxpaaloT npepBaTh TPaH3aKUMKU NyTeM NepeBoaa AeHer (TUYHbIX
HaKOMMEeHUN UMK NyTEM B3ATUA KpeauTa) Ha cUeT, yKa3aHHbIn
3/10yMbILLINIEHHUKaMU.
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NMpuBneyeHue K BbiMbILWIEHHOMY paccrieqoBaHUIO
MoLweHHUKN NpeacTaBnaoTcoa COT%mHMKaMM
npaBooXpaHUTeNbHbIX opraHoB (nonuuuna, ®ChB, npokypaTypa)
M coobLaloT, UTO B OTHOLLEHUU Bac Bo36y)XaeHO yronoBHoe feno
B CBSI3n ¢ PUHAHCUPOBAHMNEM IKCTPEMUCTKOMN, TEPPOPUCTUHECKOM
NeATeNIbHOCTU, MOCKONbKY ¢ Bawero 6aHKOBCKOro cyeTa
ocyLlecTBNneH ne6peBop. €HEeXHbIX CPeACTB B Hegpy)XXeCTBeHHoe
rocyaapctBo. JInbo coobaioT, YTo K HUM 06paTUIUCb U3 CNYXK6bI
e3onacHocTu 6aHKa No noBoay NPUOCTAaHOBNEHHOMW NOMNbITKU
odpopMneHna Ha UMs epTBbl KpeauTa. B xoane obieHusa
MOLLUEeHHMKN MOrYT rnpucbifiaTb siIKobbl $oTo yaocTtoBepeHuUn,
NnoBecTOK, NOCTaHOB/IEHU O BO36y)XXAeHWUM YyIONOBHOro Aena,
NnoANMCOK O HepasryaleHUU CclieACTBEHHOM TalHbl U T.A4.
3NM10yMbILUNEHHUKM MOTYT o6pallaTbCa K )XepTBe B CTPOroM,
NnpaKTU4YeCKU, KOMaHAHOM TOHe, MHOrAa A0XOAALUM
no rpy6octun, HepeaKo UCNONb3yIOT IDPUAUYECKUE TEPMUHDI.

O6mMaH c ucnonb3sosaHueM QR-kona
XepTBy y6e)XaaloT, UTO ee cpeaAcTBa HAXOAATCSH B ONAaCHOCTU
M yKa3blBaloT HA HE06XOAMMOCTb MX BHECTU Ha «6e30nacHbI cyeT».
MolweHHUKM HanpaBnsalT K 6aHKoMaTy ¢ dyHKUMeN npuemMa
AEeHEeXHbIX cpeacTB no QR-Koay, nocrie 4ero NpPocAaT npucnaTtb
MM Yepes MecceHaXKep creHepupoBaHHbIX QR-Koa Ang akTMBauum
«6e3onacHoro cyetar. NMonyyeHHbi QR-KOA 3/10YMbILLUNTEHHUKU
CKaAHUPYIOT B cCBoeM 6aHKOBCKOM NpunoXxeHuu. XepTtBa, Haxoasacb
B 3a6ny)xaeHunu, co6cTBEeHHOPYYHO BHOCUT CpeACcTBa Ha cueTa
aponos yepe3 6aHKOMaT.

XuweHne aeHeXHbIX CPeacTB Yepes cucTteMy 6biCTpbIX
nnatexxen (CbI)

HanpumMep, nokynaTtesnib Ha canTe B ceT MHTepHeT ocTaBnseT
3aaBKy Ha NnpuobpeTeHme ToBapa. NMocne yero eMy nocrynaeTr
3BOHOK IKO6bl OT COTPYAHMKA MarasuHa, npeajiaraetca ckmaka
Ha ToBap, HO TOJIbKO Npu ycnoeuu onnathbl Yepe3s CbBIN nnu QR-koay,
3aTeM 3/10yMblLLIJIEHHUK NPUCbINaeT B MeCCeHAXKEPp CCbIJIKY,
BeayLuylo Ha cTpaHuuy ¢ dopMon onnaTbl No QR-koay. NMokynaTtesnb
NoATBepXXAAET njlaTteX U AeHeXHble cpeacTBa NocrtynaloT

Ha cyeT MOLWEeHHUKa. BakHO B TaKOW CUTyaLumu cBA3aTbCcs
co cny)x6o# noaaep)XXK1U oHNanH-MarasuHa, yepes oduLManbHbIN
cauT Unu npunoxeHue. He coxpaHAaTb Ang onsaTbl B TUYHbIX
KabuHeTax 6aHKOBCKME KapTbl, NP1 BO3MOXXHOCTH 3aBeauTe
OoTAeNIbHYIO KapTy ANA onnaTbl NOKYNOK OHJTanH.

3BOHOK MO6UNbHOIro onepaTtopa
3n0yMbILLNEHHUK Nopf, BUAOM Mo6unbHOro onepatopa coob6uiaer,
YTO CPOK AEeNCTBMSA Ballei CUM-KapTbl UCTEK NN60 ucTekaer, a Ans
ero npoasieHna Heo6xoaMMO CoobLLUTL KoA, KOTOPbI NOCTYNUT
B CMC IM60 NPOUTK MO CCbl/IKe, B MPOTUBHOM Cl/lydyae CUM-KapTa
6yneT 3a6noknposaHa. BaXkHO 3HaTb, YTO Y CUM-KapTbl HET CPOKa
NEeUCTBUA, COTOBbIE OnepaTopbl NepeBbiNyCKalT CUM-KapTbl TOJIbKO
no npOCbée notpebuTtenen B cnydyae GU3NYECKOro N3Hoca, notepm,

3

Heo6XoaUMOCTHU NoNyvYeHUs CUM - KapTbl apyroro ¢popmara.
BbiNnonHUB Tpe6oBaHMA MOLLEHHMKOB U COO6LLUB KOA U3 cMc, Nnubo
nponag No cchifike Bbl oTAaeTe B pyKU 3510y MbILLIIEHHUKOB AOCTYN

B CBOM JIUUHbIN KabMHeT Ha caiTe onepaTopa CBA3M, Nocsie Yero
MOLUEHHUKU UMEeIOT BO3MOXXHOCTb YCTaHaBNIMBaTb Nepeagpecauuio
COOGLLEHUNI Ha HY)XHbI UM HOMeEP, YTO NO3BOJIUT CMEHUTb Naposb

OT MO6UNbHOro 6aHKa U NOXUTUTb AleHEeXHble cpeacTBa.
BTopas pa3HOBUAHOCTb TaKUX NpecTynneHuUn — nonyvyeHme
3M10yMbILLIEHHUKOM Kofa U3 CMC, U nocrieayiowlero gocryna
K aKKayHTYy «rocycnyr» ans %¢opmneHm| 3afBOK Ha KpeauTbl
B 6aHKax.

«PopcTBeHHUK B 6epe»
3noyMblilIIeHHUK NpeacTaBfisieTca poaACTBEHHUKOM noTtepnesLiero,
3HAaKOMbIM W60 NpeacTaBUTENIEM NPABOOXPaHUTENIbHOIO OpraHa.
Mpu 3TOM NpocuUT NepeBecTU AeHEeXHble cpeacTBa, HanpuMmep,
ANS Aayuv B3SITKU AO/HKHOCTHOMY fivLy 3a yperysimpoBaHue
npo6nem c AT, onnaTbl Mefo6cny)XxmBaHuUsi BBUAY o6Hapy)XeHus
Tshkenoro 3aboneBaHuda, u aop. Hambonee nopBep)XeHbl AAHHOMY
BUAY NPEeCcTyNnNeHUMN NoXKunbie rpakaaHe. 3BOHKU COBepLUAIOTCS
B OCHOBHOM paHO YTPOM U/ NO34HO Be4YepoM, KOraa XXepTBbl
MeHee CKJ/IOHHbl K KPUTUYECKOMY MbILLIEHUIO.

XULEeHUs ¢ UCnosib30BaHUEM UCKYCCTBEHHOIO UHTEJINIeKTa
MolleHHMKaMM NpousBOAUTCH B3/IOM NTM60 KONMUpPOBaHUE aKKayHTa
nosib3oBaTenia B MecceHp)kepax BaTtcan, Banbep, Tenerpamm,
coumanbHbIX ceTe BKOHTaKTe U panbHeWllee HanpaBneHme
CreHepupoBaHHbIX UCKYCCTBEHHbIM UHTE/I/IEKTOM (HehpoceTbio)
rofocoBbiX COO6LIEeHUI OT MMEHU NoTeprneBLUero, KOTopoe
NOMHOCTbIO KOMUPYET €ro rofoc, MCNonb3ysa Npu 3TOM paHee
oTnpas/ieHHble cooblieHns BnaaenbLa akkayHTa. A ganbiie
BCe No TUNUYHOM cxeMe — Npocb6a ofQo0MKUTb B3auMbl, $OTO
6aHKOBCKOM KapTbl A9 NepeBoAa AeHEeXHbIX cpeacTB. B paHHOMN
CUTyaL MM BaXKHO y6eauTtbcsa, 4To Bbl o6LaeTecb MMEHHO ¢ Bawum
3HaKOMbIM NyTeM 3BOHKa No MOo6unbHoM ceTn. Caenas 370, Bbl
ob6e3onacute cebsa n npeaynpeauTe 3SHAKOMOro o0 TOM, YTO OT ero
MMEHU AEeNCTBYIOT MOLUEHHUKWU. N9 Toro, 4Tobbl He NOoTepPATb
KOHTpOnb Hap, BalumM akkayHTOM HUKorga He nepexoaute
No He3HaKOMbIM CCbIJIKaM, He CKa4MBaMUTE NporpamMmbl
U3 HenoAaTBePXAEHHbIX UCTOYHUKOB, UCMNOJb3yinTe ABYX$PaKTOPHYIO
ayTeHTUPUKaLMIO aKKayHTOB. ByabTe MaKCMManibHO BHUMaTESIbHbl,
NOCKOJbKY CliefyloLLUM 3TarnoM UCMNosib30BaHUSA MCKYCCTBEHHOIO
MHTEeN/IeKTa MOXKeT SIBUTbCSl FreHepaLusi BUAeom3obpaXkeHUmn
M paccbl/ika BUAe0ocoo6LeHUn OT UMEeHU POAHbIX, KOMJIET,
3HaAKOMbIX U T.A.

Cpaya HanoroBbIX AeK/flapaumin n crpaBoK 0 goxoaax
3BOHMBLUME NPEACcTaBNAIOTCA COTPyYAHMKaMu locycnyr, ynpaBreHus
no penam lMNpesunaeHTta PO, coobLualoT, 4TO B paMKax
AeKnapauuMoHHOM KOMMNaHUU NpoBepsIoT NepcoHasibHbie AaHHble
nvu, cAaBLUMX HalloroBble Aeklapauum nmbéo geknapauum
o poxopax. Co cfioB NpecTynHMUKOB — A1 NOATBEPXAEHUSA
cnepyeT Ha3BaTb NacrnopTHbie AaHHble U koA ns CMC.
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NMoTepneBLMMM OT KuGepnpecTynieHUn aBNFI0TCA rpakaaHe
a6CcoNTHO BCEX KaTeropuii, BK/Ilo4Yas KakK coluanbHO-
He3alMLIEeHHbIe cion HaceneHusa (MHBanuAabl, NeEHCUOHEPDI,
HecoBepLweHHoNeTHMe), Tak U nioaun, 3aHuMMalLwmme pykosoasilume
nocTbl B opraHusaumax (npeanpuatmax) scex opmM co6cTBEHHOCTH,
UMeloLLMe HECKOJIbKO BbiCLUUX o6 pa3oBaHUM.

B xope coBeplLueHUs NpecTyrnj1€eHUM 3/10yMbILUIEHHUKU UCMONb3YyIloT
3BOHKMU C HOMEpPOB, BU3yaJ/ibHO NPUGIMKEeHHbIX K HOMepaM
TenedoHOB NpaBooOXpaHUTESNIbHbIX OPraHoB, cny)k6 6aHkKoB
(HanpumMmep, 3BOHKM HA WhatsApp c HoMepa +900, 900, Torpa
Kak opuumanbHbii HoOMep C6ep6aHka 900).

Ha cerogHAWHMA aeHb HabupaeT NonynsapHOCTb cpeau
MOLUEHHMKOB peasin3aumus NpecTyrnHbIX CX€M C UCMOJIb3OBaHUEM
MUCKYCCTBEHHOIo MHTesnsnekTa. Mcnonb3yemMbie MOLLEHHUKaMMU CXeMbl
NMOCTOAHHO MEHSAIOTCH, «MNoACTPauBascb» Noa ob6ecTBeHHOo-
NMOoNIUTUYECKYIO O6CTaHOBKY, 3Ha4YMMble co6bITUSA B rocyaapcTBe.
Tak, B CubupckomMm pepepasnbHOM okpyre B 2024 rony coBepLueHOo
15 437 kKpaXk un 46 925 dpakToB MOLLEeHHUYecTBa
C ucnosnbsoBaHUEeM MHGOPMALIMOHHO-TESIEKOMMYHMUKaALIMOHHbIX
TexHosnormm (KoMmnbloTEepHaa TEXHUKa U cpeacTB MO6UNbHOM CBA3MU).
BaweMy BHUMaHMUIO NpeacTaBneHbl Ham6onee pacnpocTrpaHeHHble
cnoco6bl coBeplLueHUs KubepnpecTynneHun.

O6MaH noa BMAOM MNPEeasioXXeHMM OoT U3BECTHbIX KOMMaHui
u «NogpmeHa mep4yaHTa (Npoaasua)»
3I'IOyMbILIJI‘IeHHVIKM co3parT ¢MuJMHI'OBbIe pecypchbl Aana xmuweHvusa
AaHHbIX U NEeHEeXXHbIX cpeancTs, UMMUTUPySA CTPaHULUbl KPYMHbIX
KOMNnaHumum, MHTepHeT-MarasmHoOB. epTBe npeannaraeTcya
npuo6pecTu ToBap, yCNyry no ckuake miam noy4vyacTtBoBaTb B aKLUWU.
ansa npuBrie4vYeHUSA XXepTBbl MCMNOJIb3YIOT KOHTEKCTHYIO peKfnamy,
paccbifiky B MeHeéakepax.

MoppenbHblie WTpadbl
MOLUEHHUKN UMUTUPYIOT YBEAOMIIEHUS OT OPraHoB

MCMNOJIHUTENNIbHOM BNacTM O ikobbl MMeLmxca wrpadax,

3apo0/HKeHHOCTAX. COOTBETCTBYIOLLME CBEAEHMUS HanpaBnsioT
B aApec 3/IeKTPOHHOM NoYTbl U Npeanaralo NpomMsBecTu onsaTty

nepenas No ccbiike U3 GpULLMHIOBOro NnMcbmMa. PaccuuTbiBas

3annaTuTb WTpad MU NOracmUTb 3a0/DKEHHOCTb, )XXePTBa
nepexoaAuT Mo CCbiJIKe U BBOAUT AaHHble 6aHKOBCKOM KapThbl

B MOLUEHHMUYecKylo ¢opMy onnaTbl.

O6maH Ha naowaakax 6ecniaTHbIX O6bABNEeHUNA
Avito u Aop.) U MapkKeTnaencax
B 60nblUUHCTBE cliy4YyaeB XXepTBa caMa BXOoAUT B KOHTaKT
C MOLWWEeHHMKaMM B YaTe Ha caTe o6bsaBneHn unm Mapl(e'rnnel}'icax
ANg NoKynku ToBapa. B xoane o6weHuUsa 3/1I0yMbILlUTEHHUKMU
npeansaraloT NPoAO/DKUTL NepernucKy B MecceHaXkepe
Ana yrTodyHeHusa n.eTanel?l nnn AocrtaBkKu ToBapa. MoOLWEeHHUKun
3anpalwmBaloT y XxepTtebl PUO, agpec, HoMep TenedpoHa
Ans 3anonHeHusa $GopMbl AO0CTaBKU. YKEepPTBY BbIHY)XAAIOT NepemnTmn
Mo cchblfiKke Ha 3apaHee creHepMpPOoBaHHbIN GULLMHIOBbINA pecypc
KOTOPbI UMUTUPYET oPuLmalsibHble CTPaHULLbl KyPbepCKMUX cny)Ké,
nocine eBeaeHAa 6aHKOBCKUX PeKBU3UTOB CNMUCbIBAlOTCA cpeacrTea.

KpunTtockam, nceBao6pokepbl,pMHaHCOBbI€ NMpaMUabl
LLinpoko nony4yuBLlasa nocneaHee BpeMs cxema, B pe3ysibTaTte
UCMOJIb30BaHUSA KOTOPOMW NpUYMHAeTca Hanb6ornee KpynHbin
yuep6 — 3apa6oTtok Ha 6upike, 3aMaHUBaHUWe NPUGbLINIbHbIMU
WHBECTULIUAMM, B TOM Ymncrie B Kpuntocoepe. NpectynHmMKamm

co3pgaeTcss MaKCuMarsibHasi BUAMMOCTb TOrMro, YTo obLeHune
NMPOUCXOAMUT C NPeaAcTaBUTENIIMU KPYNMHOW MHBECTULIMOHHOMN
nJowanKu, MX camTbl UMeIOT BUAMMOE CXOACTBO € 6aHKOBCKUMM
opraHmsaumamm (HanpumMmep, NA3NPoOM-MHBECTULIUM,
PBK-nHBecTtnummn, TMuHbkodp-mHBECTULIUM U T.A.), Ha3Ha4yaeTcs
NUYHBbIN 6pokep, o6LeHUue C KOTOPbIM MOXXeT OCYLUEeCTBNATbCS
AaXke NnocpeacrBoM BMAECO3BOHKOB. Noa nx pyKoBoACcTBOM
cospaeTca AKo6bl IMYHbIA KabMHeT Ha Toprosow niaoLlaake,
B KOTOPOM OoTO6pa)kaloTc BCce BHECEHHbIe leHEeXXHble CPeACcTBa,
M Npu6bIb. OQHaAKO UX AaflbHEULLMIA BbiBOO HEBO3MOXKEH.




